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Glossary 

Gateway: Equipment for moving data from one environment to another (relay). 

LoRaWAN: Low power WAN protocol based on radio communications and using 

gateways as intermediaries, which uses LoRa. 

LoRa: Modulation technique* and physical layer to which LoRaWAN belongs, 

allowing to connect objects in a volume and with a reduced cost. 

Modulation technique: Variation (of amplitude, intensity, frequency) of a physical 

phenomenon (e.g.: emission in frequency modulation). 

IoT: The IoT (Internet of Things) is the interconnection between connected objects 

equipped with sensors, software, or any other technology likely to communicate in 

network. 

End device: A device that can send and receive data from and to a network, which 

does not connect directly to the transmission line. 

ISM: Radio band used in industrial, scientific, and medical fields. 

Firmware: Program integrated into a computer hardware. 

Mesh: A mesh network is a LAN topology in which infrastructure nodes (i.e., 

gateways, switches, etc.) connect directly, dynamically, and non-hierarchically to 

as many other nodes as possible and cooperate with each other to efficiently route 

data to and from clients. 
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API: An API (Application Programming Interface) is a software interface that 

allows one software or service to be connected to another software or service to 

exchange data and functionality. 

Board: Electronic board. I will use this word several times because this term is 

explicitly used by Arduino IDE, to define an electronic board. 

MTU Negotiation: In a computer data transmission, MTU (Maximum Transmission 

Unit) defines the maximum size (in bytes) of the packet that can be transmitted at 

one time. The MTU is used as the basis for negotiating the MSS (Maximum 

Segment Size) in the establishment of a TCP session to avoid packet 

fragmentation. 

Pin: Small metal rod usually used to connect two electronic devices together using 

cables. 

Sampling period: This is the time between two samples. It is fundamental in the 

acquisition of a signal because the slightest disturbance or irregularity will result in 

erroneous signals. 

Introduction 

This report is about the internship I did from May 10th to July 20th at the 

DNIIT in Da Nang, Vietnam. 

The project we had to work on was called « Lo-Texto ». The objective was 

to design a communication platform to send and receive emergency messages.  

Indeed, Vietnam has many risky areas: from the ocean to the mountains far 

from the city center, many people have no way to warn the population when they 

find themselves in a dangerous situation. Thus, our application will allow these 
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people to communicate with the city and its services, without the benefit of an 

Internet connection. 

It is through a multiple choice of situations that the user will be able to 

choose and send his current state to the adapted services of the region, which will 

then be able to act accordingly.  

It is with 3 other trainees that we must carry out this project, on which 

potentially human lives will depend.  

At first, the institute that proposed us the project that we were given to work 

on will be presented. Then, a global study of this project and a more in-depth 

analysis of my part in this project which will lead to the obtained results then a final 

assessment. 

I. Specifications 

1. Forewords 

Marcus Aas Jensen, Loïc Pantano and I could not start the internship at the 

same time as Lyne El Dada because of the UQAC exams in Quebec. Despite this 

delay, we quickly adapted thanks to her who was in France and who took care to 

keep us informed of her progress and of the information she received every day. 

2. Description of the institution 

The Da Nang International Institute of Technology (DNIIT) is a collaborative 

project between Da Nang University and the Université Nice Côte d'Azur to 

strengthen international relations in the development of various applications (data 

processing, management, pollution analysis, services, etc.). One of the main 

objectives of the institute is to improve academic exchanges between teachers,  
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researchers, and students, and to develop interdisciplinary projects of real value to 

the Vietnamese economy and society. 

3. My hierarchical position 

As an intern at DNIIT, I am required to follow the guidelines of Mr. Nhan Le 

Thanh and Mr. Tran Van Lic. We also had the chance to have a PhD student from 

an electronic master in the same working room as us, and sometimes some 

Vietnamese students. 

4. Needs analysis 

Our project aims to serve people in dangerous conditions or special cases 

such as fishermen, mountain dwellers, etc. They will be able to send emergency 

messages without the availability of an internet network.  

Potential customers would be people far from the city center who cannot 

communicate using Wi-Fi or mobile networks. An alternative to these networks 

would have to be found that would allow them to send and receive messages over 

long distances without the need of Internet access. 

5. Study of the existing 

5.1. In the company 

The Lo-Texto project has not yet been developed. So, we had to realize the 

whole project from the instructions we were given, especially on the network 

protocol to use: the LoRaWAN*. We will come back in detail on its functioning in 

a later part dedicated to it. 
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5.2. In terms of technology 

The city of Da Nang is already equipped with LoRa* gateways*, which 

allowed us to test our firmware without having to install the hardware ourselves. 

The messages will then be retrieved via these gateways placed at different 

locations in the city and will relay the message to the appropriate services. 

For our experiments, we used 2x Android smartphones for the mobile 

application part as well as 2x UCA Education Board which allowed us to realize 

LoRa communications.   

 

Figure 1 - UCA Education Board 

 

Finally, Mr. Tran Van Lic provided us with a Raspberry Pi mini-server so that 

we could retrieve and store the sent and received messages in a database. 

 

Figure 2 - Raspberry Pi 4 Model-B 
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In addition to the electronic boards, the server, and the gateways, we also 

had at our disposal small snippets of code rather simplistic, but which served us as 

documentation of the functions and methods to be used in our programs. These 

small pieces of code can be found on the GitHub platform and are therefore 

obviously open source. 

6. Distribution of the tasks to be carried out 

To divide the work fairly, we chose to divide our project into two categories: 

the development of the mobile application and the communication between the 

different electronic devices (phone, electronic cards, gateway, and server). 

For the mobile application part, it was divided into two parts: the frontend 

and the backend. Marcus Aas Jensen oversaw the frontend (interface, user 

experience, displays) while Loïc Pantano oversaw the Bluetooth communication 

between the phone and the board*. 

Finally, for the second part, as this was a brand-new field for us, we decided 

to work on it together. So, Lyne El Dada and I chose to work on the same files until 

we were both comfortable with the field. Once we understood the Arduino 

programming and the use of APIs*, we divided the tasks equally: Lyne took care of 

the boards wiring, the configuration of the network application for IoT* that was 

proposed to us by Mr. Tran Van Lic and the setting up of the database. I took care 

of the firmware of the Arduino boards, the installation of the Raspberry Pi server 

and the script that allowed us to listen and save the received and the redirection 

of these messages. 
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II. Justification of technological choices 

1.Why LoRaWAN? 

 

  

 

 

LoRaWAN is a communication protocol based on radio waves belonging to 

the LoRa network. LoRa belongs to the physical and data link layer whereas 

LoRaWAN belongs to the network layer. 

1.1. A wise choice 

LoRa technology is inexpensive both in terms of the resources needed to set 

it up and in terms of power consumption, which makes it very favorable for large-

scale installation. 

Although it does not have a high bandwidth, this protocol targets long-

range communications thanks to low-power and generally inexpensive end-

devices* (from 1€ to 5€) which, through gateways, communicate with application 

servers. It is therefore very interesting to use such a protocol for people far from 

the city center who do not have access to the Internet. 

1.2. How it works in detail 

We will see how LoRaWAN works in detail, what technologies we have 

chosen to use for its implementation. 

Figure 3 - LoRaWAN protocol logo 

Figure 4 - Modèle OSI avec LoRa 
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1.2.1. Radio waves and gateways 

As mentioned above, LoRaWAN is based on radio communications. The 

frequency used for LoRa communication depends on the continent: for example, in 

Europe, the radio bands used are ISM* 868 MHz while in North America, it will be 

ISM 915 MHz. In this project, we will use the ISM 921 MHz, specific frequencies to 

the Asian continent. 

Figure 5 - Descriptive diagram of the LoRaWAN operation 

 

There are 3 types of LoRaWAN classes: class A, class B and class C. Class 

A can only receive data when it sends data, class B can only receive on time 

intervals and class C is continuously listening to the messages sent to it. All these 

classes have different power consumption because listening to downlinks 

consumes energy. We decided to use class B because it’s the most balanced. 

The embedded systems we use are natively equipped with a LoRa micro-

antenna. These will, with the help of the firmware* that we have programmed, 

send information to the nearest gateway. 
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Figure 6 - Layout of the gateways in Da Nang city 

 

The gateway will then send the information to a server dedicated to LoRa 

communications, allowing the passage of the packet from the LoRa layer to the 

application network layer. 

The LoRaWAN network topology is called star-of-stars because an 

application server is connected to a multitude of gateways which are in turn 

connected to a multitude of end devices. 

 

Figure 7 - Topology « star of stars » 
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1.2.2. LoRa server and The Things Network 

To temporarily store the information sent by the gateway and to turn the 

LoRa packet into an online-usable packet (application layer), we chose to use The 

Things Network (TTN). 

TTN is a community and open-source network for the Internet of Things 

using LoRa technology. It is possible to use this network freely, but it is also 

possible to help extending the network by deploying gateways, as the city of Da 

Nang has done. The Things Network manages The Things Stack Community 

Edition, which is a participatory, open, and decentralized LoRaWAN network. 

We use their API to do uplink and downlink communications (see figure 4). 

 

Figure 8 - The Things Stack et The Things Network logos 
 

Their website also allows to see live data transmission of messages that 

passes through our TTN application. 

The choice of the various communication intermediaries having now been 

made, let's move on to the next part.  
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2. Arduino electronic boards, Bluetooth modules and Raspberry Pi 

2.1. Initial problems encountered 

2.1.1. Meshtastic and bad cards 

At the beginning of the internship, some boards of type LilyGO TTGO T-

Beam V1.1 ESP32 LoRa were lent by Mr. Fabien Ferrero to Lyne in order to start 

from an already existing software solution: the Meshtastic project. 

 

Figure 9 - LilyGO TTGO T-Beam 
V1.1 ESP32 LoRa   

 

              Figure 10 - Logo de 
Meshtastic 

 

 

Meshtastic is a project allowing communication via the Mesh* protocol using 

GPS communicators for a reduced price. Our initial task was to adapt this existing 

project by adding a LoRa layer. 

The documentation was great, and Lyne worked many weeks to understand 

the whole project and how we should do to put the LoRa layer into their software. 

Unfortunately, not everything went as planned. 
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2.1.2. Incompatible code and Bluetooth sending 

Our first tests were conclusive. We had succeeded in making two boards 

communicate over short distances thanks to the LoRa antenna. Nevertheless, 

these cards had very little (if any) online documentation, which made it impossible 

to use them apart from the few snippets of code we could find on the Internet.  

Our tutor having noticed that our boards would prevent us from progressing 

properly, he decided to ask Mr. Souébou Bouro to give us hardware that could 

support the pieces of code available on Mr. Fabien Ferrero's GitHub repository. This 

is how we got our new UCA Education Board. One of the particularities of this 

board, just like the old ones, is to have a very high lifetime when their firmware is 

well optimized (about several months). 

However, these cards were not natively equipped with Bluetooth antennas. 

We had to buy an external module and opted for the HM-10 BLE 4.0 module.  

2.2. Adaptation to new equipment 

2.2.1. Connections and external module 

We connected on each board an external Bluetooth module (an Arduino 

HM-10 BLE 4.0) which we used to realize the communication between the phones 

and the electronic boards. Furthermore, this module allows connections with 

Android and iOS devices (cross-platform) which is what we need to achieve this 

project. As the main goal is to make this application accessible by anyone, it’s 

important to make it cross-platform as the mobile application is also. 
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Figure 11 - Module HM-10 Bluetooth (BLE 4.0) 

 

By following a tutorial on the Internet, we managed to make the connection 

and turn on the module once the card is connected to a computer via Micro-USB. 

We will come back to the hardware wiring in detail in a later part. 

2.2.2. Setting up the Arduino software environment 

 

 

 

 

To realize our code injections in the electronic board, we used Arduino IDE. 

Before anything, it should be noted that Arduino is also a programming language 

derived from C/C++ and that we will use it to realize the firmware of our boards. 

 

 

 

Figure 12 - Arduino and Arduino IDE logo 
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Figure 13 – Main Arduino IDE interface 

 

This software allows us, once configured, to inject our code into the 

electronic board with a single click. In addition of having a search tool for external 

libraries, it is very easy to use for beginners in embedded systems programming 

such as us.In order for the card to be detected by our computer, we had to install 

a driver for the CH340C chip support (which our card has).  

Once this was done, we only had to set up the software for the card 

specifically and select the serial port so that the software could « listen » to the 

standard inputs and outputs. 
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Now that we had set up our work environment for programming embedded 

systems, we now had to set up the programming environment for our scripts that 

would run on the Raspberry Pi server. 

2.3. Setting up the Raspberry Pi server 

2.3.1. Installation of a database 

Since our Raspberry Pi runs on a Debian-based operating system, we could 

easily install packages and software. 

 

 

Figure 14 - Card specific parameters 
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To access it remotely, our supervisor Mr. Tran Van Lic set up an SSH 

connection via the public IP of the device. All that was left to do was to install a 

database and a script running continuously that would listen to the data sent and 

received via an API, that of TTN. 

We therefore opted for a MariaDB database (a community branch of 

MySQL) which we had to configure in such a way that it was accessible outside 

the local network. 

 

 

 

 

For our tests, we made a rather simplistic database that allows us to store the 

messages and the main information.  

 

Figure 16 – MySQL logo 
Figure 17 – MariaDB logo 

Figure 15 – Debian logo 
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Figure 18 – Description of our database 

 

2.3.3 Listening to uplinks via The Things Network API 

Once that we knew where we could retrieve the received messages from, 

we had to think of a way to transfer the data from TTN to the database. For this, 

we decided to use the Python programming language with the MQTT library, a 

messaging protocol called « publish-subscribe » based on the TCP/IP protocol 

which is natively integrated in the TTN application, and which has a partial but 

usable documentation. 
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For programming in Python, we chose to use the Visual Studio Code editor 

which is a simple and efficient choice, and which is very popular nowadays 

especially within the community of this language. 

 

 

 

 

 

 

 

We also wanted to make the Python script to start automatically at the 

server startup, which I achieved it by using a service and the systemctl package 

usually integrated in Linux distributions such as Debian. 

Now that all the necessary elements for the communication have been 

decided and gathered, we’ll now see what I did for my part in detail, what I had to 

think to find solutions and what I configured. 

 

 

 

 

Figure 20 - Visual 
Studio Code logo 

Figure 21 – 
Python logo 

Figure 19 – MQTT logo 
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Figure 22 - Diagram of the complete communication between all devices 

 

Note that in the past, communication between a gateway and TTN was 

done using UDP. Fortunately, the TTN technical team has implemented a TCP-

based protocol to avoid data loss (which would be problematic in the case of 

emergency messaging). 

 

III. Project implementation and in-depth analysis 

1. Bluetooth Low Energy 4.0 (BLE) 

1.1. Module HM-10 

The module I chose to use for our boards is based on Bluetooth Low Energy 

technology (BLE) 4.0.  
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Used in various fields such as medicine, security, connected objects or 

recently for Covid-19 case finding (in the TousAntiCovid application), this 

technology aims to be a low power version of simple Bluetooth, despite the amount 

of data it can transmit. 

 

Figure 23 - Comparative sheet between BLE and Bluetooth 

 

Indeed, without MTU* negotiation, the transfer and reception limit of this 

protocol does not exceed 20 bytes of payload per packet. So, I had to adapt to the 

technical problems of the application team which failed in implementing this 

functionality to bypass this limit. 
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In order not to slow down the progress of the project, we chose to continue 

with our tasks without taking this detail into account.  

1.2. Bluetooth communication 

1.2.1. Connections and configuration at the code level 

When we want to develop code for Arduino hardware, or even in 

programming embedded systems in general, we must assign to the different pins* 

the features we want to implement. 

 

Figure 24 - Connecting the Bluetooth module to the UCA Education Board 

 

Figure 25 - UCA Education Board Datasheet 
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For example, the HM-10 module has 4 separate pins: 

• TX: this is the transmission port, the one that will send messages from the 

board. 

• RX: the receiving port, the one that will receive and send messages to the 

card. 

• VCC: Voltage Common Collector is the positive supply voltage of an 

integrated circuit containing bipolar junction transistors. 

• GND: abbreviation for Ground is the reference point for all signals where all 

voltages can be measured from it. 

The pins I'm mainly interested in are the TX and RX pins. 

Once the wiring was made, and the activation LED lit up (visual signal 

validating my wiring), I was able to start, at first, the Bluetooth communication.  

 

 

Figure 26 - Minimalist code for Bluetooth data reception 
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For you to understand how an Arduino program works, I will explain in detail 

how this code works and how to use the IDE. 

To begin with, its syntax is identical to that of C and C++. We can also 

distinguish two essential functions for the code compilation: the setup() and 

loop() functions. The first function will be executed when the board is started, 

while the second will be executed after the first and will run continuously until the 

board is shut down.  

The Arduino IDE allows listening to the serial ports (USB port where the 

board is connected) to retrieve and send data. The interface allowing this is called 

"Serial Monitor" and works in much the same way as the standard input/output 

consoles we are used to. 

To be able to display text with a correct encoding, it is necessary to define 

the transmission speed on the port (also called "Baud Rate" of unit "baud" or "bps" 

for byte-per-second) to avoid displaying bad encoded characters like this: 

 

Figure 27 - Serial Monitor and Arduino IDE with a bad Baud Rate 
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It sometimes happens that, even if you have selected a baud rate identical 

to the one written in the code, encoding problems may occur. In this case, it is 

because the port or cable is not adapted to such a speed. Indeed, the higher the 

baud rate, the higher the transmission and reception speed. If you go too high, you 

start to see errors on reception, because the clocks and sampling periods* cannot 

keep up. The safest and most common value for microcontrollers today is 9600 

bps. 

Once initialized using the begin() method, the Serial will be ready to be 

used. We do the same so that the HM-10 module can be synchronized at the same 

speed as the board using the SoftwareSerial.h library, an Arduino native library 

that allows serial communication on other pins of an Arduino board, using software 

to reproduce the functionality (hence the name « SoftwareSerial »). 

1.2.2. How the receiving works 

To test the data reception of our program, we used the mobile application 

"BLE Scanner (Connect & Notify)" which allowed us to connect very quickly to the 

board and to send messages in the form of character strings or bytes to the board. 

It is also thanks to this application that we noticed the failure of sending data from 

the board to the phone. 

Receiving in BLE using the HM-10 module works in the same way as a 

stream that is read character by character. Therefore, I had to adapt my code to be 

able to distinguish two messages between each other using a specific separator.  

I chose the ' | ' character (vertical bar). 
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1.2.3. Sending issue 

Despite all our efforts and multiple tests on various applications, we were 

unable to send messages via Bluetooth (only receive them). On my side, I couldn't 

understand what the problem could be. The only method proposed by the library 

to send via Bluetooth was not functional.  

In order not to fall behind, we decided to temporarily stop working on 

sending messages via Bluetooth and to focus on sending messages from the board 

to TTN, for the moment. We could afford it since this feature will only be needed 

for receiving from a board to the phone (downlink part). 

2. Sending to The Things Network from a board  

2.1. First adaptation of the code 

2.1.1. Adaptation methodology 

While Lyne was configuring our TTN application, I took care of the program 

that allows us to send our messages to it from a board. I started my program from 

an already existing file that I could find in a GitHub repository of Mr. Fabien Ferrero. 

Originally written by Thomas Telkamp and Matthijs Kooijman, two former 

employees of The Things Network, this script allows the creation of uplinks at 

regular intervals, as well as the reception of downlinks in parallel. Among other 

things, this program allows communication between the board and TTN. 

This program requires the installation of a particular library: "lmic.h". Be 

careful not to install the obsolete version of IBM but rather to use the one with the 

full name: "MCCI Catena Arduino LoRaWAN LMIC Library". This library allows the  
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use of the basic Arduino LMIC library, which allows LoRaWAN communications 

between devices, to communicate with TTN. It is also a more elaborate, completer 

and more maintained version of its predecessor by IBM. 

The first step in modifying this program was to change the values of the 

European frequency bands to those used in Vietnam. The radio bands to use were 

given to me by Mr. Souébou Bouro. 

 

Figure 28 - Lines of code associated with Vietnamese radio frequencies 

 

After that, I simply put the right identifiers and keys in the right places, which 

were provided to me by Lyne, to establish the communication between the board 

and our TTN application. 

 

 

Figure 29 - Hexadecimal values to fill in the code 
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The meanings of all these global variables are: 

• DEVADDR: This is the hexadecimal address of the device, randomly 

generated in the TTN application and then associated in the code with the 

device. 

• NWKSKEY: The network session address is used to validate the integrity of 

messages. 

• APPSKEY: The session application address that allows encryption and 

decryption of the sent and received packet. 

Now that everything was set up, I could start sending test messages to the TTN 

application that Lyne had finished configuring. 

2.1.2. Results obtained 

The first tests showed that the communication was working well. The code 

sent « Hello, World! » every 30 seconds 

 

Figure 30 - First results obtained in the console of the TTN application by node1 

 

We can see that the bytes correspond well to the message sent if we trust 

the ASCII table: 72=H, 101=e, 108=l, 111=o, etc. The 88 represent the character 

'X', the end character of the character table which is used as a buffer in the code.  
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2.2. Second adaptation of the code 

2.2.1. Merge the program with the Bluetooth program 

The tests now conclusive, I had to modify the sending function of the 

program which functioned on a time interval with queue so that this one only sends 

at once. 

Once this was done, all I had to do was add my Bluetooth reception program 

so that, as soon as the board receives a message in Bluetooth, it transmits it to 

TTN. 

 

Figure 31 - Final code running continuously on a board 

 

The way the code works is as follows: 

1. The board waits for the HM-10 module to send a message that it 

has received from a device connected to it, 
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2. When a message is received, it is recovered character by character 

to form a string, 

3. This string, once it contains the separator character, is written in a 

global variable of type character array (like a buffer) of fixed size. 

The characters not filled by the string in the array are 'X', 

4. The message is sent in the form of an array of integers representing 

the ASCII code of the characters (format required by the method 

that allows sending). 

You can of course find the complete commented code in the appendix. 

2.2.2. Results obtained 

 

 

Figure 32 - Payload received on the TTN application console by node1 

 

Not surprisingly, the two codes, separately functional, are also functional 

when put together. We can see that the message has been received and that the 

bytes correspond to the array of characters in the Arduino code (message + 

character '|' + sequence of 'X' that completes the empty indices of the array). 
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3. Python script and Raspberry Pi server 

3.2. Python Script 

Before writing the code, I first created an environment with the 

command python -m venv .env to avoid any conflict between the libraries I will 

install and those I already had installed on my computer. 

Python’s virtualenv is a tool used to create an isolated workspace for a 

Python application. It has various advantages such as the ability to install modules 

locally, export a working environment, and execute a Python program in that 

environment. 

 

Figure 33 - .env folder created with the activation file of the latter 
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Figure 34 - Selection of the environment interpreter 

 

Once this was done, I could launch the installation of the MQTT library with 

the command pip install paho-mqtt (Eclipse Paho being an implementation of 

MQTT). 

3.1.1. Uplink listening 

To access the TTN application from the Python script, MQTT requires an 

authorization key (or API key). So, I asked Lyne to generate one for me so that I 

could perform my tests. 

Once the key was generated, I followed the documentation of Eclipse Paho 

MQTT for Python to do, at first, the listening on the uplinks. 
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Figure 35 - Minimalist code for listening to uplinks in Python 

 

This code allows me to display in the Visual Studio Code console all the 

messages that the TTN application receives in the form of a JSON. The '#' 

represents all the « topics » (or broadcast strings) on which the client will listen. 

To get the important information in this message, I used the eval() function 

of Python which allows to evaluate a string in order to eventually get an object or 

to execute it if it is valid. 

Indeed, as dictionaries in Python are very similar to JSON objects, I was able 

to do the conversion by putting the payload of type str and JSON-formatted into 

the function so it can return me a value of type dict. 
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3.1.2. Database 

To insert into the database, I did not use any particular library to perform 

these actions. As the script would be directly hosted on the same server that hosts 

the database, I didn't find this necessary and opted for a command-line approach. 

It is from Bash commands that I perform all the actions I want to do, thanks 

to the native library called « os » which allows the use of commands of the 

operating system on which Python is located. 

The procedure for adding to the database from my script is simple: 

1. Retrieving interesting data from the dictionary created from the JSON 

object, 

2. Open MySQL, select the database to use, 

3. SQL query of type INSERT INTO. 

You can find in appendix the whole Python code to see the different 

commands and redirections to keep log files. 

3.1.3. Sending downlinks 

To send downlinks, I also followed the documentation and came up with the 

following piece of code: 
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Figure 36 - Minimum code to perform a downlink 

 

First, we convert the packet in hexadecimal bytes, then we convert it in 

base64, and we send the message on the downlink of the application. 

Mr. Nhan Le Thanh told me that I only had to send the downlink to one end 

device (node2), for the moment. 

 

Figure 37 - Downlink display in the application console for node2 

 

Unfortunately, the message was not received by the board, we are currently 

waiting for an answer from Mr. Fabien Ferrero who had assured us that his code 

allowed boards to receive downlinks. 
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3.2. Setting up the Raspberry Pi server 

While Lyne was configuring the database on this server, I oversaw installing 

the necessary tools to make it work, including the use of Python and Git. We use 

the SSH protocol to connect and manipulate this server remotely with an 

administrator account. 

3.2.1. Installation 

To install tools and software on the server, you must use the command 

« apt-get » specific to Linux operating systems.  

I first created a folder in which I store our GitHub repository. For that, I used 

the Git tool that I installed on the server beforehand. I then installed Vim to be able 

to modify files on the server if needed. 

Finally, I installed Python in its 3.9 version which is the one I use on my 

computer, and which is considered as the most stable at the moment. 

  

 

 

 

 

I also installed the Python modules I use in my script with pip commands. 

Pip is the Python package manager tool. 

Once these tools were installed, all I had to do was to make the Python script 

launch automatically at each server startup. 

Figure 39 - Vim logo, text editor 
on console 

Figure 38 - Logo of Git, 
decentralized version 

management tool 
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4. Adaptation with the mobile application 

The mobile application is now operational, so we were able to test the 

sending of messages very quickly since it was able to connect to our boards 

automatically. 

4.1. Limited messages and firmware 

Because of the Bluetooth Low Energy limitation, we had to find a way 

around this restriction. I proposed the idea of assigning hexadecimal identifiers to 

the predefined messages (of which there are 13 now). The messages sent would 

then be like something like « 1579ACE| ». I then had to add the corresponding 

messages to the database so that I could retrieve these identifiers and store the 

real messages in the database. 

4.2. Adaptation of the Python script 

I modified my Python script and added a SQL query that converts from 

hexadecimal to decimal and then performs a query for each identifier to retrieve 

the corresponding messages before inserting the newly created message. 

5. Return on the remaining features to be implemented 

At this point, there is not much left to do. The two remaining features to implement 

are the retrieval of data from TTN to a board, and the sending of the board via 

Bluetooth to the mobile application. 
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IV. Obtained results 

 

Figure 40 - Complete picture of the communications made so far 

 

As shown in this picture, we managed to achieve the communication from 

the application to the server which sends back a downlink. We did not manage to 

go further in the project. 

V. Conclusion 

This internship was very enriching for me, both in terms of technical skills 

and the discovery of another culture. 

Despite the impediment we encountered, we are still trying to figure out a 

solution to fix the downlink and Bluetooth issues until the end of our internship on 

July 17th. Furthermore, I was allowed to learn a lot about LoRa and LoRaWAN 

communications, embedded system programming, and the use of TTN’s API with 

the MQTT protocol during this internship. I’m truly thankful for this opportunity. 
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Technical appendices  

Arduino code (part 1) 
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Arduino code (part 2) 
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Python code (part 1) 
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Python code (part 2) 
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Abstract 

It is with a team of 3 other students that we develop an application allowing 

the transmission and reception of emergency messages using a specific 

communication protocol: the LoRaWAN. 

Based on radio communication and belonging to the LoRa layer, LoRaWAN 

is a protocol that uses gateways to cross very large distances at a minimal cost.  

The limits of LoRa communications are felt as soon as a few kilometers 

separate the two devices. Therefore, as this is a project aimed at people who may 

be far from the city center, it would be beneficial to them to have a more extensive 

communication tool.  

Our project is therefore based on several gateways set up upstream in the 

city so that messages can be sent and received over greater distances. The idea is 

to connect the devices in LoRa to create a LoRaWAN network. 
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